CONNECTING AND PROTECTING
THE EXTENDED ENTERPRISE™"




Einfuhrung
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EinfUhrung 2Unternehmensuiberblick
B —

Ermoglichen von Policy basiertem Zugriff fur das heutige
, Extended Enterpise”

Gegrindet 1991 in Blue Bell, Philadelphia

Einer der ersten Integratoren der Internet basierenden VPN Technologie (1996).
Uber 800,000 Benutzer bei ca. 500 Enterprise Kunden.
250 Mitarbeiter weltweit (USA, EMEA, ASPAC)

Anerkannter Marktfihrer von Enterprise Remote Access Ldsungen:

—  Sicherheit: End-Punkt Sicherheit inklusive integrierter VPNs, Personal
Firewalls, Anti-Virus- und SSL-Ldsungen.

— Internet Access: Globale Verfugbarkeit (Analog, ISDN, Wi-Fi, PHS, DSL,
GPRS, Kabel-Modem, ,In-room Broadband*) durch fiihrende Tier 1 Provider.

— Management: Best-in-class Administrations- und Reporting Tools.
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EinfUhrung ¥2Mission Statement

- RN

Mission i Herstellen der Verbindung und schitzen des
,Extended Enterprise” des Kunden.

Marktfihrernder Anbieter von sicher und einfach

Vision
zu betreibendem Access Service durch policy
basierende, gruppenspezifische ,Remote
Access Losungen®.

Value Prop ::: Fiberlink maximiert die Produktivitat der

Anwender und ermoglicht eine detaillierte
und granulare Kostenkontrolle bei
gleichzeitiger Minimierung der Risiken
durch den Internet Zugriff.
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Einfuhrung ¥2Finanzen
B —

* 12% bis 15% sequentielles Umsatzwachstum auf
Quartals Basis

«  $84M Venture Captial von Technology Crossover
Ventures (TCV), Goldman Sachs, GE Equity and
Edison Ventures

« Schuldenfrei

*  Profitabel seit 2001
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Einfiuhrung 2Unsere Kunden

Consulting: Finanz:
PricewaterhouseCoopers Mastercard

McKinsey & Co. Cendant Corporation*
Ernst & Young Bank of America
Computer Sciences Corp.* M&T Bank*
Einzelhandel: Energie:

Payless Shoe Source*
Genuine Auto Parts*
Albertson’s Inc.*
SuperValu Corp.*
Home Depot

CITGO Petroleum
Cooper Cameron*
New Power

Medien:
Bloomberg
Liberty Media*
Starz Encore
Associated Press
InfoWorld

Pharma:

Novartis
Sanofi-Synthelabo
Sun Healthcare*
Dade Behring*
Kaiser Permanente

Reise:

Royal Caribbean
Continental Airlines*
SAS Radisson
Sodexho USA

Versicherungen:
Farmers Insurance
Independence Blue
Cross

Konsumguter:

GE*

Honeywell*

The Gillette Company*
Goodyear Tire & Rubber*
Levi Strauss & Co. *
Wrigley’s
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Technologie:

Fujitsu

LG

Samsung Networks
BMC Software*
Openwave Systems

Recht:

O'Melveny & Myers
Baker Botts

White & Case

Drinker Biddle & Reath

Andere:
Toyota
Gartner Group
Department of
Defense
FEDEX




Einfuhrung Y2Aussagen von Kunden

- RN

Mehr als 500 Unternehmen
verlassen sich auf die Fiberlink
Remote Access Ldsung. Hier
einige Aussagen:

“The value that Fiberlink brings to
Honeywell lies first and foremost in their
ability to deliver expertise and
management capabilities in the areas of
remote access and security while driving
significant cost savings.”

- Teresa Kliner

"They have been extremely flexible in

GARY REINER
Senior Vice President and CIO
General Electric Company

i “Fiberlink far exceeded our deployment

: expectations, offering a scalable solution to
: maximize the flexibility and productivity of
: our mobile employees. As aresult, we rely
: on Fiberlink as a ‘strongly recommended

i vendor’."

working with us and responsive to our needs. :

For me, this gives me great peace-of-mind
knowing that | have a supportive partner to

help me manage all of the Novartis business :

units around the world."
- Thomas Oertli,Novartis/Switzerland

“Fiberlink has continued to demonstrate
both a willingness and capability to help
develop a powerful remote access
solution for us. In this day and age, the
flexibility they demonstrated is truly
refreshing.”

- Daniel Gauthier
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HIGHLIGHTS OF SUCCESS:

* Network-of-networks access reduced cost and
increased reliability.

* Policy-enforced use of BlackICE firewalls and
Symantec anti-virus.

e Deployed ahead of schedule to 70,000+
workers across 13 business units.




EinfGhrung ¥2Aussagen von Analysten

- N

Fuhrende Analysten begeistert unsere Strategie mit der
Dynamic Network Architecture™ und Extend360™.

THE

YANKEE

G R O U P

YESTERDAY

“Fiberlink created a new market
(REPS) when it integrated ISS’
BlackICE personal firewall
technology into their Fiberlink
Global Remote Solution.”

THE

YANKEE

G R O U P

“You guys are on top of it. Dial doesn’t
cut it by itself — you protect the enterprise
AND the PC.”

4} CBurton

DAIVING NETWORK. EvuLuTlDr-

“Every Fiberlink customer we
interviewed said positive things
about the company, its products,
and its people. This, combined
with a strong service offering, is a
winning combination that is
difficult to compete against.”

4} CBurton

DAIVING NETWORK. EvuLuTlDr-

“Managing security policy at the desktop
is a key enterprise pain point and
Fiberlink has an excellent model to
address this need to become a true
business partner for wider network
services.”

Giga Information Gl'ﬂlﬂ'

“Fiberlink has a vision that |
haven’t seen from others.”

Giga Information Gl'ﬂlﬂ'

“Ilike what | see here!” (regarding the
discussion on policy enforcement)

22003 FIBERLINK




Einfuhrung Y2Das , Network-of-Networks*
- I

+ Flexibilitat

+ Skalierbarkeit
+ Kostenreduzierung

,...Das Bilden eines , Network of
Networks“ entspricht der
Philosophie des Internets....

... das ist die Zukunft.”
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Einfuhrung ¥2Die Remote Access Hierarchie

Management
Layer

urit
/ Firewall ™ VPN =  AntiVirus ngverv

twork
/ Dialup =  Wireless = Broadband NEaVEf
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Environment



Environment Y2, The Extended Enterprise”

Firmenintern:

= + Benutzer, Gerat und
Umgebung vertrauenswurdig

Firmen PC:

e Benutzer vertrauenswirdig
= « Geréat vertrauenswiirdig

* Umgebung unbekannt

! Heim PC:

« Benutzer vertrauenswdurdig
= « Umgebung unbekannt

« Gerat fragwirdig

: Offentlicher PC:

= « Benutzer ,fragwirdig®
* Umgebung unbekannt
= « Gerat unbekannt

3 ﬁ [] o CONNECTING AND PROTECTING THE EXTENDED ENTERPRISE™




Environment ¥2Die Herausforderungen
B —

LOKATION GERAT TRANSPORT DATEN RESULTAT
Hotel X PC/Laptop X Dial X E-mail = Leichte
Kontrolle
LOKATION GERAT TRANSPORT DATEN RESULTAT
Hotel PC/Laptop Dial E-mail
Airport Wireless Wi-Fi CRM Out of
_ Control*
Coffee Shop X PDA X Cable X ERP -
* Hohe
Kosten
Client Site Kiosk DSL SFA
* Hohes
Conference Other Hotel BB Billing Risiko
PC/Laptop
2.5/3G Partner
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Environment | Rahmenbedingungen

- RN

Der Schutz des , Extended Enterprise* bendtigt eine
,multi-layered“ Sicherheitsarchitektur:

— Zentralisiertes und konsistentes Management der Security
Policies

— Verteilten und Durchsetzen der ,Policies* an individuelle Gerate
der Anwender

— ,Strong identity” und Access Management

Bedarf an nahtloser Integration von Netzwerken und
Access Technologien.

Traditioneller Schutz von Unternehmensnetzwerken
ISt unzureichend um die Kontrolle und den Schutz
von Remote Access Anwender zu gewahrleisten.
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Environment 2Gefahren
- IIENE———.——e

Anwender nutzen taglich neue Technologien
— Transport Methoden — Dial, Wi-Fi, DSL, HBB, GPRS ...
— Gerate — PDAs, Smartphones ...

« Erhdhtes Sicherheitsrisiko
— Anwender X Gerate X Bandbreite = Risko3

- Eskalierende Kosten
— Aus 20/Monat/Anwender werden leicht 100/Monat/Anwender

 Verlust der Kontrolle innerhalb der IT, Anwender
frustriert

— Unterstltzen vom Remote Access Anwendern ist schwierig,
speziell wenn Anderungen vollzogen werden mussen.
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Environment ¥2Der Wendepunkt

Die Unternehmen sind an einem Punkt angekommen, bei dem
die Anforderungen der Anwender mit dem Bedarf der Kontrolle
und der Sicherheit der IT massiv kollidiert.

I . .
Gestern Heute I I Nachste Generation
| |
| Policy Centric
|
|
| |
1 A
. I >~
|
Technology Centric g | - Q =
I A g A
& M
N7 — Y I E : “Wh hi
Access Centric <] O = 1 8 ° e 0 can marlage everything as
o /| I g | if it were one?
\Y 1 =1 « The extended enterprise is
/A L boundless.
<? GD ¢ “Who has the most offerings?” | I Every person, access method,
. . | application has different need.
p Q ¢ Piecemeal technologies to I
V address ad hoc issues. | I
“Who can get here from there?” I I
It's all about the “pipe.” | I
|
| |
el
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Policies | Intern vs. Extern

Unternehmens IT Policy ..., Remote Access Security Policy
LAN Privilegien Wer darf / darf sicht nicht
: ?
Netzwerkrechte, g anmelden’
Zugriffsrestriktionen s  Mitarbeiter, Partner, Kunden
Installationsrechte é Wie durfen diese sich
S | anmelden?
o
o « Sicherheitskontrolle —
= Firewalls, Anti-Virus,
D | Signaturen, Tunneling
Ak Wann diirfen diese sich

anmelden?
e Zeit und Lokation
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Policy Enforcement | Was bedeutet das?

. Policy Enforcement" bedeutet Schutz des
Unternehmens durch einheitliche und standige Kontrolle

der Benutzungsrechte der Remote Access Anwender.

Ohne , Policy Enforcement” ist es unmaoglich
die Kontrolle der Endgerate sicherzustellen.

Mit ,, Policy Enforcement” werden die Rahmen-
bedingungen der Anwender vorgeschrieben.

Eine erweiterbare, policy basierte Plattfform
welche den Fokus auf den Anwender richtet
ISt unabdingbar.
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Fiberlink 12 Die LOsung

Fiberlink ist eine “Single Source” Lisung fur Unternehmen,
welche die Komplexitat und das Risiko des , Extended
Enterprise“ unter Kontrolle bringen mussen.

o Trade Show

Das Extended - i
Enterpriseist PblcDevie
ein unubersicht-
liches Netz aus:

Personen | /

Geraten — ] —ﬂf Corporate IT \ ! I| =
e % - E Palicies 5&3 Ph'% o Polies Hﬂi »m ‘

Access Al

Options S et Policy Conter

Lokationen
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CONNECTING AND PROTECTING
THE EXTENDED ENTERPRISE™"
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Die globalen Remote
Access Losungen
von Fiberlink



- IENE———————

Dynamic Network
Architecture ™
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DNA PlatformO ¥:Die Herausforderung

Die Implementierung einer Remote Access Plattform
bedeutet drei meist gegensatzliche Bereiche zu balancieren.

Ensure End-User Productivity ...

e True anytime, anywhere access

e Support for trusted and untrusted devices
» Easy access to enterprise resources.

---------------------------------------------------------------
.

Connectivity

Minimize Security ~ : Protection Management © Control Costs and
Risks ... : . User Experience ...

: C oo rate :
+ Policy based : Folicie=s - = Full-service

access that
aligns with
business needs

management
and support
Easy to deploy

* Unified Dynamic policy
authentication management
platform Lower

* Integrate with ownership costs
leading Ente rp rise Match specific
encryption access types to
technologies |T UEpartmen‘[ user needs.
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DNA PlatformO “Anforderungen

- IIENE———————
Was sind die Prioritaten bel der Selektion einer
Remote Access LOsung?

$ % # & ! ) # (
Wie verbinden sich lhre Welche Bedrohungen Welche Werkzeuge sind
Mitarbeiter aRerhalb des sind die gro3ten Be- notwendig um Kontrolle
LANS? drohungen fr Ihr und Sicherheit zu gewahr-
Unternehmen? leisten?
Dial . _ _
e Rogue Applications Centralized Policy
i-Fi
Virus/Worms Manadeent
Hotel Broadband
Firewalls Cost Controls
3G Wireless ;
Anti-Virus Regulatory Compliance
PHS .
Authentication Acceptable Use Policy
Contractors? Enforcement
Fraud Prevention . i
Partners? Leveraging EXxisting
Security Products
Customers?

Business Intelligence
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DNA PlatformO Y%Die Architektur
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Die Remote Access Losung

T
Ethernet:
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Fiberlink Produkt Suite

<lllllll

09€pualxd

i
[|
la1ua) Aaljod

Hew Connection

New Connection - Dial

Chease a Connection Type: [Dial =
Country: [United states -

C phane Humber

qd94
M3IA1I2UU0D
M3IAIS0D

Area Code: Fhone Humber. B 513 ™ iy P— -
= = e me WA S B Wi |
 Location T s = SR E
states[porreytvoria (=] Gty blr =l 5 " bt i tia mlnle
Dial Prefix: B .
g — T -
T e e )
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DNA PlatformO % Uberblick

Extend360° Administration Console J ﬂ

L =]
Connectivity: Management: o
» Anytime, anywhere access + Rapid deployment é
« Active Transport Notification™ « Dynamic policy changes I &
 Automatic access number selection « Up-to-the-minute \ @

and connection software updates

Protection: » Cost Controls =
» ETE ID/password encryption (CostView) §§ i
* Single sign-on » Comprehensive gé%
« Persistent Policy Enforcement ™ Reporting SS&
* Restricted Application Protection ™ (SUTITEEDT) ez
* Intelligent AV/PFW/VPN monitoring

Eiberlink Network Access

S :
e Superior Coverage PREMISE FIREWALL

* Redundancy/Diversity
e —
Applications

Management Options

IPSec / SSL VPN
RADIUS

Hosted Authentication
Strong Authentication
Managed PFW

i PSec / SSL VP RADIUS
~'-~..._,..“Concentratq_,r,..---"

» Dial, Wireless &
Broadband

* Flexible Pricing
o _/
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Die Losung ¥2Dynamic Network Architecture™

Features Benefits

Advanced Policy Management Console Dynamic Security Policy Changes
On-the-Fly Service Plan Switches

Leverages Investments in Existing Identity
Management/Directory Infrastructure

Lower TCO

Transport Specific Policy Enforcement Enhanced IT Control
Unsurpassed Security

Increased Productivity
Flexibility
Lower Support Cost

Bandwidth Sensitive Updates™ Increased Productivity
Simplicity
Flexibility

Intelligent VPN Selection ™ Improved User Experience

Performance Optimizer
Increased Productivity

Single Install per Customer Rapid, Cost Effective Deployment
Reduced Software “Certification”

Enhanced IT Control
Lower TCO
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Policy Management

berlink:Secure Remote Access Systems and Secure Broadband Services - Microsoft Internet Explorer
J File Edit \iew Favorites Tools  Help i
J <Back - = - &) at | iQhsearch  [GFavorites £ #History | By S - ]

J.C\c_ldress I@ http: fifiberlink-qa. arrissys.com/Fa_index.htm

U 3
FQERLINK

SECURITY. ACCESS. MANAGEMENT.

MASTER POLICY CONFIGURATION CUSTOMER COMFIGURATION
STANDARD PHONEBOOK CONFIGURATION CUSTOMER POLICY CONFIGURATION
MASTER SOFTWARE VERSION MANAGER CUSTOMER USER COMFIGURATION

CUSTOMER PHOMERQOK CONFIGURATION
CUSTOMER SOFTWARE VERZION MANAGER

Ea Customer Policy Configuration

22y Connection Policies
- @01 Default — .
Securit

1 Project Manager

¢ B0 Worker Bee
=i Managed Application Policied |
¢ -] Default

{00 Worker Bee
£-E3 Phonebosk Poh’ci/
@0 Default

&[] Presentation Po]icin#/

-1 Syncronization Policiesg

|@ htkpberlink-ga. arrissys, com)conten *folder=F&_rustomerPolicies, hkm
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, End-to-End* Verschlisselung der Authentisierung

I "H## $
% % &

L& BSAFE’
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Extend360 Client — Uberblick

New Connection - Wi-Fi
Connection Type :

™™
iy (B

~,

Dial

Available Signals

Signal Hame
HaotelLir [00;02 20091 A8 CC] Dizabled
Haoteldir [0002:20:91:. 477 4] Dizabled
Hateldir [00:02: 2091 A8:0E] Dizabled
Haoteldir [00;02:20:91: A9:08] Dizabled
Haoteldir [0002:20:91: A8 48] Dizabled

| | | Find aLocation |

| signal Details | | | Cofinect |

On-Line
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Extend360 Client — Uberblick

New Connection - Wi-Fi
Connection Type :

™™
iy (B

~,

Dial

Available Signals

Signal Hame
HaotelLir [00;02 20091 A8 CC] Dizabled
Haoteldir [0002:20:91:. 477 4] Dizabled
Hateldir [00:02: 2091 A8:0E] Dizabled
Haoteldir [00;02:20:91: A9:08] Dizabled
Haoteldir [0002:20:91: A8 48] Dizabled

| | | Find aLocation |

| signal Details | | | Cofinect |

On-Line
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Einfache GUI: Real-time Status Details




Integration der Sicherheitskomponenten

VPN Client:

- Spezifisches Starten

- VPN Restart

- User and Pass

- Monitor VPN Tunnel

- Encrypt configs

- Location based config

Personal Firewall:
- Monitor Service
- Update Policy

- Restart service

- API Control

- HTTPs Reporting

Antivirus:

- Monitor Service

- Update DAT Files
- Restart Service

- API Control

- HTTPs Reporting



Restricted Application Protection™

QR




Hauptfunktionalitat: Updates

%
% % *
/
+ 0 | %
12 0 3 ( %
12 o
4 0% 1



Hauptfunktionalitaten | Extend360™

Features Benefits

Global Access - Universal Client Ease of Use
Dial, ISDN Wifi, Hotel Broadband, CDMA, Improved Productivity
GPRS/UMTS, DSL/Cable, BYOA Lower TCO
Unsurpassed Security Integration Extends IT Control
VPN, Anti-Virus, Personal Firewall, and RSA Strong Improves and orchestrates policy across
Authentication solutions heterogeneous security products
Lower TCO
End to End Credentials Encryption Supports Regulatory Requirements
User Name and Password. RSA bSafe™ Certified Unsurpassed Security
Fraud Prevention
Persistent Policy Enforcement™ Unsurpassed Security
360° of Protection Fraud Prevention
Lower TCO
Dynamic Client Software Ease of Use
Active Transport Notification™, Real-time Status Improved Productivity
Indication, Intelligent Book-marking, Optimized Lower TCO
Updates, Transport Specific Policy Enforcement™
Central Policy Controls and Reporting Enhanced IT Control
Help Desk, Security, Financial, Performance Improved Security

Policies and Business Intelligence. Unified Billing. Lower TCO



Fiberlink Managed Services

Fiberlink ist Ihr exklusiver Partner fur Managed Services,
welche einfach und gunstig ausgerollt werden kdnnen.

Ful management, N

monitoring & support of e Fully managed

v

A

VPNinfrastructure R e SSL platform
"""""""" e Low monthly
"""""""" service fee — no

Hosted RADIUS e E capal

. osted RADIUS T U O M e ey e, i
authentication DB " Managed VPN Managed SSL = ™., . eSXSpLe?I(ilitl;gﬁink
and admin.interface ':‘:-..__... _'_,.--:.' po||cy integration

« Secure,redundant % Tt b e
configuration N T P e ! -

Tt Gt R © e« Strong integration
. Managed Managed g:;hn:he Fiberlink

« Leverages RSA % Authentication & Personal «  Policy management,
technology for 2- "_ Firewall enforcement &
factor 5 : reporting
authentication » Software license

* Secure, redundant < x Managed management &
_sreriz/ers Strong automated updates

. oken R . . “ * Hosted firewall
management Authentication server

e Maintenance & B i iaEAEEEEEEEEAEAEEEEEEEREREEEESAEEEEEAEEREEEEEES 't

Support



Reporting
Losungen von
Fiberlink



CRC — Customer Resource Center

Web basiertes Portal fur Fiberlink Kunden mit einfachem
Zugang zu umfassenden Management Tools:

CostView

ConnectView

User Management System
Support Guides

Nutzen:

Kostensenkungen durch einfachen Betrieb und hdherer
Produktivitat

Erh6hte Produktivitat der IT Belegschatft
Maximieren des Return on Invest (ROI)






CostView




CostView: Der Nutzen

Einfaches analysieren der Kosten auf individueller
Abteilungs- und Anwenderebene.

Erstellen von Kostentrends und Analysen.

Einfaches kommunzieren mit CostView PDF und CSV
Reports.

Analysiert individuelles Benuzterverhalten und
ermoglicht dadurch den Billing Plan fur individuelle
Benutzergruppen anzupassen.



# $%

&

Uberblick:

*Average Call Duration

*Average Connection
Speed

# of Unique Users
o#f Sessions

*Average Attempts per
Authentication

*Average Time to Connect

Rate of Successful
Authentications

Rate of Authentication on
First Attempt

*POP Connection Rate




ConnectView: Der Nutzen

Schnelles analysieren von Anwenderproblemen flr
spezifische Benutzer — Real Time!

Analysieren der Verbindungsraten pro Land bzw.
Region.

Identifizieren der haufigsten Probleme der
Anwender.

ldentifizieren von Anwendern mit den meisten
Verbindungsfehlern.

Ohne zusatzliche Software! Importieren oder andern
von Daten NICHT notwendig!



Die Vorteile der Fiberlink LOosung

Globale, redundante Netzwerkabdeckung
Multiple Netzwerke und Transport Typen
Unlbertroffene Sicherheit

Persistent Policy Enforcement™

Flexible Management Werkzeuge fur die IT
Organisation

Niedrige Implementierungskosten, rapider ROI
Optimierte Updates

Eine detailierte Rechnung

One Stop Shop fur Managed Solutions



Mit der Fiberlink LOsung erreichen Sie ...

.. hohere Produktivitat fur die Anwender...
.. mehr Kontrolle & Sicherhelit flr IT Manager

.. Klare Eingrenzung und Beherrschung der
Kosten



Differenzierung
durch
Innovation und Integration



Dankel!

Fiberlink. Connecting
and Protecting the
Extended EnterpriseO



