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Problem: Ineffective Identity Management
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1. Today, companies have no way to “trust” identities belonging to their
partners, suppliers, contracts and their outsourcers

2. Lack of trust means companies end-up creating online identities (and
passwords) for all users

3. This approach is very costly, inefficient & creates user frustration with
multiple accounts and registrations for each Web Site
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Federation and Federated ldentity Management

A federation is a state comprised of a number of self-governing regions...
A federation is also an organisation, such as a trade union or business,
with a structure analogous to that of a federal state.

[Source: Wikipedia]

A federation is a group of two or more trusted business partners with
business and technical agreements which allow a user from one
federation partner (participating company) to seamlessly access resources
from another partner in a secure and trustworthy manner.

Evolution....NOT a Revolution - concept is nothing new
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TRUST provides
Access

US Citizen = USA = Germany =

User Identity Provider Service Provider

When a US citizen travels to Germany, Germany verifies the identity of the US
citizen by checking its passport. In the online world, we don’t have federation. We
refer to Germany as a Service Provider. A “service provider” is one that “TRUSTS”
an identification from an Identity Provider (USA), as proof of Identity.
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Federated ldentity Management

. from a business point of view:

= Federated Identity Management is the set of business agreements, technical
agreements and policies that enable companies to partner to lower their overall
identity management costs and improve user experience.

. from a technology point of view:

= User session lifecycle management
- Single-sign-on, access control, single-sign-off
- Identity mapping across partners
- User information exchange
= |dentity lifecycle management
- Provisioning of users and linking of user identities
= Requires a Trust Infrastructure
- Enables the on-line equivalent of real-world business relationships
= Enables secure application interaction
- Users/applications are able to securely access business partner resources in a
trustworthy manner
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Technology, Standards and Specifications

HTTP SSO Identity Federation Mgt ID Management for

(SAML protocol) (SAML protocol) Federated Web Services
(HTTP and SOAP-based SSO)

SAML Liberty WS-Federation
(Passive) (Passive) (Passive,Active)

Support for various
Web Services protocols

< HTTP Federation >
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A FIM Example
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Current Situation

MyEmployer Portal

Travel Agency Portal

UID
PWD

> Hotel
> Flight
> Rent-a-car

uID
PWD SN

> Your workplace
> Benefits Provider
> Book your business trip

—
S

Elain Edison
uid: eedison
de: *kkkkkk
costCenter: 1234

iISESPPuser: yes
\—/

Elain Edison
uid: eedison
de *kkkkkk
client: MyEmployer
clientCostCenter: 1234
travelStartingPoint: FFM
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Establishing a Federation (1)

MyEmployer Portal

Ubl
PwD I

> Your workplace
> Benefits Provider
> Book your business trip

Travel Agency Portal

up TN
SWeN 0 |

> Hotel
> Flight
> Rent-a-car

Federation

Business Agreements:

- MyEmployer provides up-to-
date data necessary for
booking on-demand

- Travel Agency relies on the
on-demand provided data and

— - . . .
i —— considers any valid user Elain Edison
Elain Edison coming from MyEmployer's uid: eedison
uid: eedison sites being authorized to pwd; weess

de: *kkkkkk
costCenter: 1234

iISESPPuser: yes
v

client: MyEmployer
clientCostCenter: 1234
travelStartingPoint: FFM

book travels

.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘ —_—— examples ——— G EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEmnd

Identity Provider Service Provider
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Establishing a Federation (2)

MyEmployer Portal

Ubl
PwD I

> Your workplace
> Benefits Provider
> Book your business trip

T
e~ A

Elain Edison
uid: eedison
de: *kkkkkk
costCenter: 1234

iISESPPuser: yes
v

Identity Provider

WS-Federation

Technical Agreements:

- The federation is established
on the basis of Web-Services
Federation and other related
Web-Services Security
Standards

- MyEmployer provides user’s
ID, first name, last name and
cost center information

--- examples ---

Travel Agency Portal

up TN
SWeN 0 |

> Hotel
> Flight
> Rent-a-car

Elain Edison
uid: eedison

travelStartingPoint: FFM

Service Provider
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Establishing a Federation (3)

MyEmployer Portal

Ubl
PwD I

> Your workplace
> Benefits Provider
> Book your business trip

T
e~ A

Elain Edison
uid: eedison
de: *kkkkkk
costCenter: 1234

iISESPPuser: yes
v

Identity Provider

WS-Federation

Policies:

- Travel Agency is not
allowed to persistantly store
personal user information
provided by MyEmployer, with
exception of a user id

- Travel Agency has to obtain
an user consent to
persistantly store personal
user information a user
provides for a booking

--- examples ---

Travel Agency Portal

up TN
SWeN 0 |

> Hotel
> Flight
> Rent-a-car

Elain Edison
uid: eedison

travelStartingPointJ/l

Service Provider
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Target

MyEmployer Portal

Ubl
PwD I

Travel Agency Portal

up TN
SWeN 0 |

WS-Federation

> Your workplace
> Benefits Provider
> Book your business trip

Elain Edison
uid: eedison
de: *kkkkkk
costCenter: 1234

iISESPPuser: yes
\—/

Identity Provider

> Hotel
Elain Edison > Flight
uid: eedison > Rent-a-car

4

client: MyEmployer
clientCostCenter: 1234

N5
N

Elain Edison
uid: eedison

travelStartingPoint: FFM

Service Provider
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Danke fur Ilhre Aufmerksamkeit!
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